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S U P P O R T  T H E  W A R F I G H T E R  

DoD CIO 

Strategic Mobility Vision Established 

• Advance	
  and	
  Evolve	
  the	
  DoD	
  Informa4on	
  
Enterprise	
  Infrastructure	
  to	
  support	
  
Mobile	
  Devices	
  

Goal	
  1	
  

• Ins4tute	
  Mobile	
  Device	
  Policies	
  and	
  
Standards	
  Goal	
  2	
  

• Promote	
  the	
  development	
  and	
  Use	
  of	
  
DoD	
  Mobile	
  and	
  Web-­‐Enabled	
  
Applica4ons	
  

Goal	
  3	
  

Successful	
  execu4on	
  relies	
  on	
  the	
  coopera4on	
  and	
  collabora4on	
  of	
  all	
  DoD	
  Components	
  and	
  on	
  
partnerships	
  with	
  federal,	
  intelligence,	
  academia,	
  and	
  commercial	
  communi4es.	
  	
  With	
  your	
  
support,	
  we	
  will	
  equip	
  our	
  forces	
  with	
  the	
  capability	
  to	
  quickly	
  access	
  relevant	
  informa3on	
  

whenever	
  and	
  wherever	
  needed.	
  

• Develop	
  an	
  enterprise	
  Mobility	
  service	
  
for	
  Classified	
  and	
  Unclassified	
  
capabili4es	
  

Goal	
  4	
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S U P P O R T  T H E  W A R F I G H T E R  

DoD CIO 

Vision: Secure Access to Data 
Anywhere, Anytime 

6 

Unclassified	
  

Department	
  of	
  Defense	
  
Commercial	
  Mobile	
  Device	
  	
  

Implementa4on	
  Plan	
  	
  

Feb	
  2013	
  	
  
Office	
  of	
  the	
  DoD	
  Chief	
  	
  
Informa4on	
  Officer	
  



S U P P O R T  T H E  W A R F I G H T E R  

DoD CIO 

FY13	
  	
   FY14	
   FY15	
  -­‐	
  17	
   FY17	
  -­‐	
  Beyond	
  

Mobility	
  Big	
  Picture	
  
DoD	
  Migra)on	
  from	
  Wired	
  to	
  Wireless	
  

Implement CONUS 
Mobility Gateway 

Technology Insertion 

Near Field 
Communications? 

Biometrics? 
Apps/Cloud 

Global 
Expansion of 

Mobility 
Gateways 

Mobile 
Device 

Management 

Phase-
out of 

SME PED 

Primary 
Communication 

for ROUTINE DoD 
Users is Wireless  

PIV 201-2 
Integration 

NEW	
  	
  
SPEC?	
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S U P P O R T  T H E  W A R F I G H T E R  

DoD CIO 

DoD Mobile Classified Evolution 
For	
  Official	
  Use	
  Only	
  

?	
   ?	
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S U P P O R T  T H E  W A R F I G H T E R  

DoD CIO 

•  Improve user experience 
•  Mobile Application Management  
•  Over the Air (OTA) device management; device auditing; and device 

provisioning 

•  Physical Layer Limitations (Spectrum/AJ)   

Looking Ahead with Industry 

Must	
  deliver	
  mobile	
  solu4ons	
  that	
  leverage	
  commercial	
  off-­‐the-­‐shelf	
  products,	
  improve	
  func4onality,	
  decrease	
  cost,	
  and	
  
enable	
  increased	
  personal	
  produc4vity	
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kevin.cox@usdoj.gov 



Presenter’s	
  Name	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  June	
  17,	
  2003	
  

DIGITAL	
  GOVERNMENT	
  STRATEGY	
  
UPDATE	
  

May	
  2013	
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Presenter’s	
  Name	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  June	
  17,	
  2003	
  

Deliver	
  Government-­‐wide	
  mobile	
  and	
  wireless	
  security	
  
baseline	
  which	
  includes	
  a	
  reference	
  security	
  architecture.	
  	
  

	
  DHS	
  will	
  lead	
  a	
  six	
  month	
  reference	
  architecture	
  6ger	
  team	
  	
  

  Phase	
  1:	
  Develop	
  Use	
  Case	
  Requirements	
  (Completed)	
  

  Phase	
  2:	
  Establish	
  Baseline	
  Security	
  Requirements	
  (In	
  Progress)	
  

  Phase	
  3:	
  Integrate	
  and	
  Update	
  Mobile	
  Security	
  Reference	
  Architecture	
  (In	
  Progress)	
  

  Phase	
  4:	
  Submission	
  and	
  Review	
  

12	
  

10/1/12	
  

Complete	
  impact	
  
analysis	
  and	
  

customer	
  outreach	
  
(pre-­‐launch	
  ac4vi4es)	
  
&	
  obtain	
  approved	
  

charter	
  

11/1/12	
  

Project	
  ini4a4on	
  &	
  
coordina4on	
  completed	
  

12/1/12	
  

Complete	
  stakeholder	
  
review	
  of	
  drab	
  plan	
  

12/15/12	
  

Working	
  Group	
  
Mee4ng	
  kick-­‐off	
  

1/15/13	
  

2nd	
  Working	
  Group	
  
Mee4ng	
  	
  

3/11-­‐12/13	
  

Technical	
  Exchange	
  
Mee4ng	
  

4/22/13	
  

Final	
  Plan	
  complete	
  &	
  
submided	
  to	
  ExecSec	
  

5/15/13	
  

ExecSec,	
  ISIMC/CIO	
  
Council,	
  Inter-­‐agency	
  

Review	
  

5/23/13	
  

Release	
  Milestone	
  9.1	
  
Deliverables	
  by	
  
CIO.gov	
  (OMB)	
  



Presenter’s	
  Name	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  June	
  17,	
  2003	
  

On-­‐Going	
  Ac3vi3es	
  for	
  DGS	
  Milestone	
  9.1	
  
	
  On-­‐going	
  Key	
  Ac6vi6es	
  :	
  

  Mobile	
  Compu3ng	
  Baseline	
  Working	
  Group:	
  DHS,	
  DoD,	
  DOJ,	
  GSA,	
  NIST	
  establishing	
  IA	
  
Mobile	
  Overlay(s)	
  

  Development	
  of	
  the	
  Mobile	
  Compu3ng	
  Decision	
  Framework	
  

  Federal	
  Mobile	
  Technical	
  Exchange	
  Mee3ng:	
  Solicit	
  input	
  &	
  feedback	
  for	
  DGS	
  
Milestone	
  9.1	
  

  Federal	
  Mobile	
  Security	
  Baseline:	
  Narra4ve	
  focusing	
  on	
  MCDF,	
  Federal	
  Employee	
  
Usecase,	
  and	
  Mobile	
  Security	
  Overlays.	
  

  Align	
  &	
  Update	
  Mobile	
  Compu3ng	
  Security	
  Reference	
  Architecture	
  (DHS	
  NPPD	
  FNR)	
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10/1/12	
  

Complete	
  impact	
  
analysis	
  and	
  

customer	
  outreach	
  
(pre-­‐launch	
  ac4vi4es)	
  
&	
  obtain	
  approved	
  

charter	
  

11/1/12	
  

Project	
  ini4a4on	
  &	
  
coordina4on	
  completed	
  

12/1/12	
  

Complete	
  stakeholder	
  
review	
  of	
  drab	
  plan	
  

12/15/12	
  

Working	
  Group	
  
Mee4ng	
  kick-­‐off	
  

1/15/13	
  

2nd	
  Working	
  Group	
  
Mee4ng	
  	
  

3/11-­‐12/13	
  

Technical	
  Exchange	
  
Mee4ng	
  

4/22/13	
  

Final	
  Plan	
  complete	
  &	
  
submided	
  to	
  ExecSec	
  

5/15/13	
  

ExecSec,	
  ISIMC/CIO	
  
Council,	
  Inter-­‐agency	
  

Review	
  

5/23/13	
  

Release	
  Milestone	
  9.1	
  
Deliverables	
  by	
  
CIO.gov	
  (OMB)	
  



Presenter’s	
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  June	
  17,	
  2003	
  

Milestone	
  9.1	
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DELIVERABLE	
  
Enterprise	
  Overlay	
  	
  for	
  Mobile	
  

Security	
  (Moderate)	
  

DELIVERABLE	
  
Milestone	
  9.1	
  	
  Federal	
  Mobile	
  

Security	
  Baseline	
  

DELIVERABLE	
  
Mobile	
  Security	
  Reference	
  

Architecture	
  (Appendix:	
  Mobile	
  
Compu3ng	
  Decision	
  Framework)	
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Intersec4on	
  of	
  Top	
  Challenges	
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Intersec4on	
  of	
  Mobile	
  Challenge	
  
Areas	
  and	
  Use	
  Cases	
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Presenter’s	
  Name	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  June	
  17,	
  2003	
  

Mobile	
  Compu4ng	
  Decision	
  Framework	
  
Four	
  Stages	
  

17	
  

	
  Mission	
  Requirement	
   Decision	
  Balancing	
   Risk-­‐Based	
  Tailoring	
   Results	
  

Input:	
  Mission	
  request	
  for	
  
mobile	
  compu4ng	
  
Steps:	
  Define	
  mobile	
  
business	
  case:	
  

•  Users	
  	
  
•  Data	
  sources	
  and	
  
sensi4vity	
  

•  Loca4on	
  of	
  use	
  	
  
Output:	
  Preliminary	
  
assessment	
  of	
  mission	
  
impact	
  

Input:	
  Approved	
  business	
  
case	
  
Steps:	
  Choose	
  star4ng	
  
point	
  (primary	
  factor)	
  
Determine	
  tradeoffs:	
  

•  Security	
  
•  Capabili4es	
  	
  
•  Economics	
  	
  

Output:	
  Balance	
  point	
  that	
  
most	
  effec4vely	
  supports	
  
mission	
  

Input:	
  Balance	
  of	
  security,	
  
capabili4es,	
  economics	
  	
  
Steps:	
  Apply	
  security	
  
baseline	
  and	
  risk	
  
management	
  method:	
  

•  Assess	
  risk	
  in	
  each	
  
area	
  

•  Determine	
  mi4ga4ons	
  
•  Examine	
  remaining	
  risk	
  	
  

Output:	
  Acceptable	
  risk	
  in	
  
all	
  areas	
  –or–	
  repeat	
  
Decision	
  Balancing	
  

Input:	
  Mission	
  business	
  
case,	
  balanced	
  
considera4ons,	
  acceptable	
  
risk	
  
Steps:	
  Translate	
  mission	
  
requirement,	
  risk	
  and	
  
mi4ga4ons	
  to	
  high	
  level	
  
requirements	
  
Output:	
  Descrip4on	
  of:	
  
•  Devices	
  (OS,	
  type)	
  
•  Applica4ons	
  (internal,	
  
external)	
  and	
  services	
  

•  Infrastructure:	
  MDM,	
  
MAM,	
  IAM,	
  access	
  
gateways,	
  firewalls,	
  
encryp4on	
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  17,	
  2003	
  

Security	
  Baseline	
  and	
  Overlays	
  
  Security	
  Baseline:	
  Set	
  of	
  minimum	
  security	
  and	
  privacy	
  controls	
  for	
  
federal	
  informa4on	
  systems	
  and	
  organiza4ons	
  based	
  on	
  security	
  
category	
  and	
  impact	
  level	
  of	
  informa4on	
  systems	
  
  Implemented	
  as	
  part	
  of	
  organiza4on-­‐wide	
  informa4on	
  security	
  and	
  privacy	
  risk	
  

management	
  process	
  
  Mobile	
  Compu4ng	
  Security	
  Baseline	
  starts	
  with	
  NIST	
  800-­‐53	
  moderate	
  baseline	
  and	
  

is	
  tailored	
  to	
  addresses	
  threats	
  and	
  risks	
  unique	
  to	
  mobile	
  compu4ng	
  environment	
  

  Security	
  Control	
  Overlay:	
  Apply	
  NIST	
  or	
  CNSSS	
  tailoring	
  guidance	
  to	
  
security	
  baseline	
  to	
  develop	
  a	
  set	
  of	
  controls	
  for	
  community-­‐wide	
  
use	
  for	
  compu4ng	
  paradigms	
  such	
  as	
  mobile	
  or	
  cloud	
  compu4ng	
  	
  
  Overlay	
  is	
  a	
  fully	
  specified	
  set	
  of	
  security	
  controls,	
  control	
  enhancements,	
  and	
  

supplemental	
  guidance	
  

  Government-­‐wide	
  overlays	
  will	
  be	
  developed	
  for	
  MDM,	
  MAM,	
  IAM	
  and	
  Data	
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  17,	
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Interpre4ng	
  the	
  MDM	
  Overlay	
  

19	
  

Rev	
  4	
  
FPD	
  

NIST	
  SP	
  
800-­‐53	
  

+/-­‐	
  

Proposed	
  
MDM	
  

Finance Policy Legal Technology Operation
s 

Privacy Security 

#	
   ID	
   TITLE	
  	
  	
  (NIST	
  SP	
  800-­‐53	
  Rev	
  4	
  FPD)	
   M	
   M	
   COMMENTS	
   T1	
   T2	
   T3	
   T4	
   T5	
   T6	
   T7	
  

1	
   AC-­‐1	
   Access	
  Control	
  Policy	
  and	
  Procedures	
   X	
   AC-­‐1	
   Policy Legal 

2	
   AC-­‐2	
   Account	
  Management	
   X	
   AC-­‐2	
   Technology 

3	
   AC-­‐2(1)	
   Account	
  Management	
  |	
  Automated	
  System	
  Account	
  
Management	
  

X	
   AC-­‐2(1)	
   STIG	
  ID:	
  SRG-­‐APP-­‐000023-­‐MDM-­‐000001-­‐SRV	
  	
  	
   Technology 

4	
   AC-­‐2(2)	
   Account	
  Management	
  |	
  Removal	
  of	
  Temporary	
  /	
  
Emergency	
  Accounts	
  

X	
   (–)	
   No	
  temporary	
  accounts	
  on	
  the	
  MDM	
  server,	
  so	
  
requirement	
  is	
  essen4ally	
  N/A.	
  	
  STIG	
  ID:	
  SRG-­‐
APP-­‐000024-­‐NA	
  	
  	
  

Technology 

20	
   AC-­‐3(4)	
   Access	
  Enforcement	
  |	
  Discre4onary	
  Access	
  Control	
   +	
  AC-­‐3(4)	
   Add	
  only	
  for	
  mul4ple-­‐user	
  devices.	
  	
  	
   Technology Security 

21	
   AC-­‐3(5)	
   Access	
  Enforcement	
  |	
  Security-­‐Relevant	
  
Informa4on	
  

+	
  AC-­‐3(5)	
   STIG	
  ID:	
  SRG-­‐APP-­‐000037-­‐MDM-­‐000220-­‐SRV	
   Technology Security 

NIST	
  800-­‐53	
  Controls	
  	
  
	
  No.	
   	
  Name	
   Ra4onale	
  for	
  addi4on	
  or	
  removal	
  

NIST	
  Moderate	
  
Baseline	
  

Add/Remove	
  
Controls	
   =	
  

MDM	
  Overlay	
  
(Moderate)	
  

Seven	
  Types	
  of	
  Risk	
  

Control	
  Removed	
  
from	
  NIST	
  

Baseline	
  for	
  MDM	
  
Overlay	
  

Controls	
  in	
  NIST	
  
Baseline	
  and	
  
MDM	
  Overlay	
  

Controls	
  Added	
  to	
  
NIST	
  Baseline	
  for	
  
MDM	
  Overlay	
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BACK	
  UP	
  SLIDES	
  
Backup	
  Slides	
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9.1	
  Milestone	
  Playbook	
  Highlights	
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gary.bode@us.army.mil 















daniel.ford@fixmo.com 



The Mobile Risk Management Company	
  



Introduction	
  

Contact Informaton:"
Twitter: @netsecrex "
SMTP: daniel.ford@fixmo.com"

Blogs: "
•  www.netsecrex.com"
•  www.fixmo.com/blog"
•  http://www.enterprisecioforum.com/

en/users/netsecrex"



Introduction 

Agenda at a Glance 

1.  Removing the FUD 

2.  Vulnerabilities 

3.  Mobile Risk Factors and Considerations 

Objective: 
Provide a better understanding of the security risks related to 
smartdevices.  

32	
  



Removing FUD 

February	
  21,	
  2013:	
  Android	
  represents	
  97%	
  of	
  mobile	
  
malware	
  market	
  

March	
  7,	
  2013:	
  Android	
  accounted	
  for	
  79%	
  of	
  all	
  mobile	
  
malware	
  in	
  2012;	
  96%	
  in	
  Q4	
  alone.	
  

May	
  14,	
  2013:	
  Mobile	
  malware	
  con4nues	
  to	
  rise;	
  Android	
  
now	
  at	
  91.3%	
  of	
  mobile	
  malware	
  market.	
  

March	
  26,	
  2013:	
  iPhone	
  more	
  vulnerable	
  than	
  Android,	
  
BB,	
  and	
  WP	
  combined	
  



TOTAL	
  CVE	
  
210	
  

TOTAL	
  CVE	
  
24	
  

TOTAL	
  CVE	
  
11	
  

Mobile Risk Considerations: 
Removing the FUD 

34	
  

SourceFire	
  Report	
  on	
  Mobile	
  Vulnerabil4es:	
  
hdp://www.phonearena.com/news/iPhone-­‐more-­‐vulnerable-­‐than-­‐Android-­‐BB-­‐and-­‐
WP-­‐combined_id41258	
  



TOTAL	
  CVE	
  
243	
  

TOTAL	
  CVE	
  
194	
  

TOTAL	
  CVE	
  
58	
  

Mobile Risk Considerations: 
Vulnerabilities 
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Mobile Risk Considerations: 
Vulnerabilities (Another Look) 
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79%	
  

48%	
  
46%	
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   RIM	
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Medium	
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Backup Slides 

1.  Forensic/iOS Keychain 



Case Study 2: "
iOS KeyChain Study	
  

Goals 

•  Capture Data in Forensically Sound 
Method 

•  Capture Enterprise Data: WiFi, VPN, 
Email authentication credentials 

•  Capture Commonly Used Data 
From Private Apps 

The Team 

•  Dan Ford (Fixmo) 
•  Amanda Hartle-Fennell (Symantec) 



Case Study 2: "
Why look at the KeyChain?	
  

Versions	
  Included:	
  
•  4.3.3	
  
•  4.3.5	
  
•  5.0	
  
•  5.0.1	
  
•  5.1.1	
  (Last	
  Update	
  July	
  2012)	
  



Case Study 2: "
Why look at the KeyChain?	
  



Case Study 2: "
Results	
  



Case Study 2: "
Partially Owned	
  



Case Study 2: "
iOS KeyChain Study	
  



Case Study 2: "
iOS KeyChain Study	
  



Case Study 2: "
iOS KeyChain Study	
  



Evidence	
  that	
  mobile	
  threat	
  looming	
  

•  Weakness	
  in	
  the	
  iOS	
  Keychain	
  

•  Applica6on	
  Developers	
  

•  CVEs	
  in	
  iOS/Android/RIM	
  

•  Malicious	
  Apps	
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Next	
  Genera3on	
  
Mobile	
  Security	
  

Designed	
  for	
  emerging	
  risks	
  of	
  mobile	
  compu4ng	
  and	
  the	
  
reali4es	
  of	
  bring-­‐your-­‐own-­‐device	
  (BYOD)	
  

About	
  Fixmo	
  

Founded	
  in	
  2009	
  with	
  a	
  focus	
  on	
  Mobile	
  Security	
  and	
  Risk	
  Management	
  
“Enabling	
  trusted	
  and	
  compliant	
  mobile	
  compu6ng	
  without	
  compromise”	
  

Government	
  
Heritage	
  

Core	
  technology	
  developed	
  through	
  a	
  Technology	
  
Transfer	
  Program	
  (TTP)	
  and	
  CRADA	
  with	
  the	
  U.S.	
  NSA	
  

Focus	
  on	
  Security	
  
&	
  Compliance	
  

Help	
  organiza4ons	
  protect	
  the	
  integrity,	
  privacy	
  and	
  
compliance	
  of	
  their	
  mobile	
  devices	
  and	
  corporate	
  data	
  

Security	
  and	
  compliance	
  as	
  an	
  enabler	
  for	
  true	
  mobility	
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Fixmo	
  Mobile	
  Security	
  &	
  Risk	
  Management	
  



Fixmo	
  SafeZone	
  Advantage	
  
What	
  makes	
  our	
  Secure	
  Container	
  unique?	
  

49	
  

  Designed	
  as	
  a	
  Comprehensive	
  Secure	
  Workspace	
  Environment	
  with	
  
Email/PIM,	
  Documents,	
  Browsing	
  and	
  Apps	
  –	
  All	
  in	
  One	
  

  Defense-­‐Grade	
  Security	
  Built	
  on	
  a	
  “No-­‐NOC”	
  Architecture	
  

  Fully	
  Extensible	
  to	
  Custom	
  Apps	
  and	
  3rd	
  Party	
  Apps	
  

  Support	
  for	
  S/MIME	
  and	
  Two-­‐Factor	
  Authen4ca4on	
  

  FIPS	
  140-­‐2	
  Encryp4on	
  for	
  all	
  Corporate	
  Data-­‐at-­‐rest	
  and	
  in-­‐transit	
  

  Deployable	
  Independent	
  of	
  MDM	
  Solu4on	
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Defining	
  Requirements	
  

  Legal 
  Financial 
  Operations 
  Policy 

Traditional Process 

Security	
  
Controls	
  &	
  

Requirements 



  Legal 
  Financial 
  Operations 
  Policy 

ACFEA DC MWG Initiative –  
Helping the Process 
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ACFEA DC MWG Initiative –  
In Action 



Dr. Rocky Young 
robert.young@osd.mil 
Mr. Mark Norton 
mark.norton@osd.mil 
Mr. Kevin Cox 
kevin.cox@usdoj.gov 
Mr. Gary Bode 
gary.bode@us.army.mil 
Mr. Daniel Ford 
daniel.ford@fixmo.com 
Mr. Daniel Taylor 
danielta@microsoft.com 
Mr. Brian Hajost 
bhajost@steelcloud.com 

Ask your all 
your questions 
now. 


